This article surveys the literature on social engineering. There are lots of security application and hardware in market; still there are several methods that can be used to breach the information security defenses of an organization or individual. Social engineering attacks are interested in gaining information that may be used to carry out actions such as identity theft, stealing password or gaining information for another type of attack. The threat lies with the combinations of social engineering with another type of attacks like Phishing and Watering hole attack which make it hard to defense against. This research aims to investigate the impact of modern Social Engineering on the organization or individual. It describes the categories of Social Engineering, and how the attacker takes advantage of human behavior. At the same time, I also discuss the direct and indirect attack of social engineering and the defense mechanism against this attack.
Introduction
Social engineering is one of the few types of attacks that can be classified as nontechnical attacks in general, but at the same time it can combine with technical type of attack like spyware and Trojan more effectively. Human beings can be very easily manipulated into providing information or other details that may be useful to an attacker. "Malicious social engineers aren't necessarily very technical people but they're crafty and clever in the way they think" says chief operating officer of Social Engineer [1] . Today most business and banks are relying on technology like internet and smartphone. They are paying a lot of money for
Categories of Social Engineering
There are two main categories under which all social engineering attempts could be classified:
1) Computer or technology based deception: The technology-based approach is to deceive the user into believing that he is interacting with the real computer system and get him to provide confidential information.
2) Human based deception: This is done through deception, by taking advantage of the victim's ignorance, and the natural human inclination to be helpful and liked [2] .
Social Engineering and Electronic Breakthroughs
Social engineering is the use of mentally manipulation to deceive the computer users to gain access to computers, certain information or database. It can be the most dangerous methods because of the following reasons: 1) Social engineering is one of the most successful compared to other technical.
2) Information security specialists as well as computer users pose little to the risk of social engineering.
3) Human habit and Nature: human beings tend to follow certain default habits and actions without thinking. A good attacker can observe these habits and use them to track people or group [2] .
According to a survey done by Dimension Research (2011) on 850 IT and security professionals located in the United States, Canada, the United Kingdom, Germany, Australia, and New Zealand, 48 In April 2016, the FBI released its latest statistics on incidents and losses attributed to business email compromise. It states that: 1) 17,642 reported victims of business email compromise between Oct. 2013 and Feb, 2016.
2) 270% increase in identified victims and exposed loss since Jan, 2015.
3) $2.3 billion global fraud losses from these crimes since Oct, 2013.
To complement those numbers, here are some compelling statistics from the 2016 Social Engineering Report: 1) 60% of survey respondents say social engineering is one of the most signif- 2) 65% of those who were attacked say that employee's credentials were compromised as a result of these incidents [3] .
The Stage of Social Engineering
Most of hackers use these steps to start their attack, because it provides a road map to approach the target safely without any suspicion: 2) Develop relation and trust with the victim:
Trust development can be done by using insider information, usually by presenting themselves as a more senior member of the institute. Human nature based on trusting others until they prove that they are not trustworthy. If someone tells us that they are a certain person, we usually accept that statement. Some time we fear to get in to trouble or get lazy to shout down or computer after finish our work. A skilled hacker will often try to exploit this weakness before spending time and effort on other methods to crack passwords or gain access to systems [5] [6].
3) Exploitation of relationship: In this step the attacker is focused on maintaining the momentum of compliance that was built in step 2) without raising suspicion. He uses manipulation In this step the attack start the real attack without alerting the victim that he is under attack. It's better to leave the target feeling as if they did something good for someone else that allows possible future interactions to continue [7] .
Aspects of Social Engineering Attacks
Social engineering attack can be launched using social engineering on several levels:
1) Sensory level: The focus is on the location and the environment surrounding, including: a) Place of work: The attacker enters as a worker, contractor, cleaning worker or maintenance worker roams the offices and tries to collect what he can collect from the passwords. b) Phone: The most vulnerable to this type of attacks are the workers in the technical support centers, for example the attacker may contact the technical support center and ask for some technical information and gradually gets the information like passwords, and then uses this information to launch attacks on computers Enterprise. c) Wastes: It is one of the most popular methods for attackers using social engineering because the attacker can collect much important information without attracting the attention of any one such as: passwords, corporate structure, Company telephone directory, employee names, staff meeting dates and purchase invoices.
d) The Internet: Usually the same password is used for more than one site to make it easier to remember. When an attacker can see this password, it becomes easy for him to penetrate all the applications that the original password owner handles.
2) Psychological level: This level means the psychological climate surrounding the manner in which the attack is carried out. The attacker seeks to create the appropriate psychological atmosphere to inspire the victim that he is a trusted person, and has the authority to see sensitive information of the target person or facility [2] .
Methods of Social Engineering Attacks
There are several methods of attack using social engineering, most notably the 1) The temptation to have something rare: People in general have the desire to own anything specially if it became rare. The desire to own increases when we feel that the ability to own will become limited in the future. The attacker can use this thought to push the victim to try to own what he desire no matter the cost of it even if he comet treason.
2) Show the similarities with the target: characteristics of the human soul tend to feel secure similar in the race, color, Concerns and nature. Our sense of the existence of parallels with someone makes us less cautious when dealing with him.
3) Pay back the favor: we normally desire to return the favor; this property is firmly rooted in communities tribal and family. The attacker provides service to the target, which makes the target indebted to him. This feeling make the target help the attacker by given him some information or to allow him to use his de-
4) The style of flattery: many employees and members of the society seek to create a good image of themselves at their superiors. Therefore, some of them will not hesitate to provide the information the attacker needed to feel good about their self. Usually attackers keep flattering the victim that has authority or is related to the owner of the authority within the company or institution to gain his trust [2] .
5) Move with the flow: In most of society's a person should not take a differ-
ent position from what others have believe, the attackers knowing that and will strike using this point. By using the traditional way of society attackers can get easily to a victim and make him give information or perform a certain act [2] . 6) Pretexting: it's also known in the UK as blagging, is the process of creating and using an invented scenario to engage a victim in a manner that increases the chance he will divulge information or perform actions that would be unlikely in ordinary circumstances. This technique can be used to fool a business into disclosing customer information as well as by private investigators to obtain telephone records, utility records, banking records and other information directly from company service representatives. It can also be used to impersonate coworkers, police, bank, tax authorities or any other individual [8] .
7) Reverse Social Engineering: It is one of the advanced ways to win the confidence of the target and then get the information. This method apply by create a position that shows the attacker in the form of administrative or technical authority, so that the target may begin to ask help and receive instructions. The attacker can achieve this by applying this process: a) Fabricating position. b) Introduce himself as the person with the necessary knowledge or authority to deal with the situation. c) Given help [9] . The goal of this attack is not to serve malware to as many systems possible. Instead, the attackers run exploits on well-known and trusted sites likely to be visited by their targeted victims. This makes the watering hole technique effective in delivering its intended payload. This strategy has been successfully used to gain access to some (supposedly) very secure systems [16] . The preparation to this type of attack start with information gathering to confirm that the targets visit the websites and that the system allows such visits. The attacker then tests these websites for vulnerabilities to inject code that may infect a visitor's system with malware. Once the victims visit the compromised site, the exploit takes advantage of software vulnerabilities to drop malware. The dropped malware may be in the form of a remote access Trojan which allows attackers to gain access to the secure system and get sensitive data can [8] [17].
Protection against Social Engineering
1) Organization can buy insurance against hacker's attacks but they must have good information access policies and procedures.
2) Don't trust any email that ask for information like username, password, and credit card number or ask you to go to specific link, because this type of information won't be asked by the genuine organization online. Unless the e-mail is digitally signed, you can't be sure it wasn't forged, because any one can mail it by any name hence when it is stating some important better to check for the full headers.
3) Constantly check your bank, credit and debit card statements to ensure that all transactions are legitimate. 5) When a social engineering attack occurs make sure you information security specialist knows how to manage such attack, as each attack has its own signature and objective [18] . Also use software protection such as anti-virus, firewalls and antispyware to protect form malware like spyware, virus, adware and Trojan.
6) Educate users and employers about social engineer is an important part of security system. The trainers must focus on different social-engineering attacks scenario and how to reacts [9] [18].
Conclusion
In this paper, I described the common method used for modern social engineering attacks and revealed the grown threat of this attack lately. This attack became so dangerous because it can combine with technical type of attack like spyware, Trojan and phishing; also it targets the weakest point in any system which is human. In this attack people are the weakest point, but also the best tool to defend against it. I have explained the stage of social engineering and how the attacker can approach the target and manipulate it to be in his control. The increase number of people how use social media makes the attacker job more easily, because most of them share personal and sensitive data unintentional. Also I found that Organization must ensure to educate their employer about social engineering, and make sure that their policies and procedure are executed properly to eliminate the threat of this attack.
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